VAIOGEDDON
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VAIOGEDDON

Update x1

Do you remember when Sony denied me support for my VAIO laptop?

After some research I've found a way to do some modifications and discovers on my VAIO BIOS. Thanks to
my partner in science I've bought, for a bunch of euros, a very good USB SPI reader/writer and finally decided to
make a full dump of my BIOS just to try some mods and updates.

T TS T,

Gza

My first attempt was to dump the BIOS with the laptop set to Off and, as a result, | only got bad dumps. After
looking a YouTube guide | decided to remove the chip and do a full dump again. And | got, finally, good dumps.
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File Operate Addr Operate Tools Firm Operate Settings Help
~ChipInfa data
type:[25 SPI FLASH  +| | @ edit mode file sum code: 00303DT30F chip sum code: 00303DT30F
firm:lm,qnnk 01 2 3 4 |5 6 7|8 9 A B C D E
. 00000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF _
: 00000010  SA AS FO 02 00 04 02 06 02 10 10 20 00 00 &SH - vee
lo I [1HOLD
0o 00
FF

NV AN

capa:  32Mbits/dMbytes 00000020 1B 00 30 00 00 00 00 00 00 FF FF FF —_— [
[ 51

00000030 FF FF FF FF FF FF FF FF FF FF FF FF FF
00000040 00 00 00 00 02 FF 03 O1 00 FF 01 FF OF 00
00

/® sutocro) O ||| 0000000 FF o FF FF FF FF FF FF FF FF FF FF FF
\%‘/ L i 0000000 00 00 OB OA 00 00 OD OC 18 01 08 08 FF FF FF

00000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Y, | |||ooc000B0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
2 A Erase(F4)

o ; 000000S0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

000000AQ FF FF FF FF FF FF FF FF FF FF FF FF FF
/‘}/ Write (F6) 000000BO FF FF FF FF FF FF FF FF FF FF FF FF FF FF
\\/ 000000C0  FF FF FF FF FF FF FF FF FF
000000D0  FF FF FF FF FF FF FF FF
Verify (F8) i O000OCEQ  FF FF FF FF FF FF FF FF
000000FO  FF FF FF FF

e/ * FF
: ||| ooooo100 82 s6 20 o8 00
W Read (FT) 4 00000110 00 EO €& 00 0o
NI o7
<O 0o

—operation

00000120 00 00 00 00

\"\ Blank (F3) 00000130 oo 00 00 00 18
7__ ] 1:13:47 dewice connected

-~ 1:13:50 open succeed

\_{\ Test (FE) ﬁ
% Fulk Mode (F2) i

|0D3n succeed file: IC:\. L WANMTAPTIONVATO _MODY_waio_final wbios_orig. rom brower II

FF FF
00 00
00 00
01 57
00
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But since | have to flash and test many variants of the BIOS mod, why don’t we add another “feature”?
If you have read the Dreamcast BIOS hack article you will probably remember that | decided to put a second flash
memory on the mainboard to have a Dual-BIOS solution! (the original flash memory with the original BIOS, the
second flash memory with the development/final BIOS mod.)
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With a bit of research | found that the BIOS is divided in two parts. The first part is the ME Region and the second
is the AMI Aptio BIOS. Some other OEMs have the ME Region in a second flash.

Note: The BIOS is a unique file of 4096KB, | virtually split it in two parts of 2048KB each just to easily understand
how my VAIO BIOS is made.

The ME (Management Engine) region is a firmware provided by Intel to manage communications between the
chipset, the devices and the OS and, on some VAIO models, is not directly upgradable. The full SPI dump has given
me the ability to update it, thanks also to some tutorials found in a forum.

To begin with, we’re going to have a look at the second part, the AMI Aptio BIOS.

A reliable dump is very important, because I’'m certain | can modify all that | want (to the best of my knowledge.
First I've opened the ROM image with AMIBCP. AMIBCP (AMI BIOS Configuration Program) is a tool that let the
dev/user to modify the existent menu in the AMI Aptio BIOS, to set new default values and to hide/show some
menus. I've just unlocked some menus and changed default settings to some limits that could improve
performances a bit (also regarding VT-D function... If you’re a VAIO user you sure know what | mean).

Copyright © 2019 Jacksoft Labs 5



VAIOGEDDON

i AMIBCP v4.53 - [RIL

[™ File View Window Help
=Hd ?

Setup Configuration | PCI IRQ Routing | BIOS Stings | DM Tables | BIOS Features

E-@ Handle | Control Group Structures | Show | Access/Use | Failsafe | QOptimal
""" {23 Main (02F4)  PEG Port Corfiguration
----- {23 Advanced 02F7)  PEGOD Yes USER
-2 Advanced (02FA)  PEG1 Yes USER
..... (23 PCI Subsystem Settings (02FC)  Always Enable PEG Yes LUSER Disabled Dizabled
..... (] ACPI Settings (02FE}  Force X1 Yes Default Dizabled Dizabled
i ) (02F2) ASPM Yes Defautt Eoahled
= D CPUPC"”ﬂg:':'::” 0302)  Automatic ASPM Yes USER Manual Auto
""" (3 Power Efomance (030F)  Bxtended Synch Yes Default Disabled Disabled
----- (1] ME Cerfiguration 0304  ASPM LOs Yes Defait Both Rocta...  Both Root and Endpoint Ports
[-(Z] Thermal Corfiguration (030D)  ASPM L1 Yes Defautt Enabled Enabled
----- {23 Port 80h (030%)  ASPM LOs Aggressiveness Yes Default Ultra-aggres...  Ultra-aggressive
..... (23 USB Configuration (0341) MCH Turbe Yes Default Enabled Enabled
(-2 Serial Part Consale Redirection (0345) MCH Limit Yes Default Enabled Disabled
_____ (2] Network Stack (0347) MCH Power Limit Value Yes Defautt 200 5

-2 Chipset

E-(Z3 North Bridge Corfiguration

-1 Clarksfield_Lynrfield MRC/Q
-1 Clarksfield_Lynrfield 110

{3 Aubumdale_Havendale

-3 Aubumdale_Havendale MRC
-1 Amandale_Clarkdale

-1 Arandale_Clarkdale MRC/Q
Common MorthEridge Control

< m +

"Menu Help String |

— Control Help String

Undo |

| will not write here how many things I've changed and tested with a lot of reflashing, | spent about 1 month to
consider my work as “final”.

Once | was done with this, | decided to upgrade, wherever possible, my O-ROM modules and to do this | used AMI
MMTool Aptio.
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" ™

Load Image | Insett | Replace | Delete | Extract | CPU Patch | RomHole |

Save Imags | Module file | o
S ave Image a5 | Yol. Index |ﬂ3;1}2.ﬂ.2

—— For Option ROM onby ———— Insert FFS Options
Create Report |
[ Link Present % Insett Asis
Close | Wendor 1D I Device D I ™ Inzert Compressed — |

Yolume | |ndex | FileM ame | Source size | GUID -
i o0 Q000FFES CEFSB33-4760-437F-9FDC-ET34Z
m o0 Q000FFES CEFRBAAI-47E0-497F-9FDC-EQ2T4: ﬂ
nz oo oot 2418 17088572-377F-44EF-3F4E-BOIFFF4
nz 01 S53Resume 000071534 EFDERZCC-0ES3-40F0-96C0-E0BCOE
nz 0z Q000 CEA3 AEFITC2F-1442-4F2B-8861-78B7IC
030202 00 FileSpztem 0oy 93022FEC1FO3-47EF-BRE 2-BE14FFE
00202 M Qoooicad 13ACE000-7300-1104-BOBE-00AAD
030202 02 Q0000CES DACZB117-BRFE-4964-031 2-0DCCTF

CORE _DxE BAE 3F 37E -4EAE -41AE -8240-35465E
00202 04 Funtime Q000EOET CECRAC4A-3824-41EE-ABEE-44334]
030202 05 PeiBus 0oos11a AC1DE3SF-D207-4084-20CC-7F 21 CFI
030202 06 PriRootBridge Qoooioc AOEGBRE 0A-CCO1-43FAAFB1-2DREE
030202 07 Cpulue 00007705 EQ3aBADF-ER3E-4EBS-B 340-BF7FF
00202 08 Microcodel) pdate Q00045E1 FA3DEG-4A55-44E4-B7E7-7452F 7
030202 09 MBD=E Q0001FD5 E4ECDOBZ-E277-4F2B-BECEB-E4DTE
030202 0 tchDxePlatformPaolicy Q00oiieD AEDEBBOZ2-3BAZ-44DD-B149-70966
030202 0B liofrapper Q00o14F9 TRA3EC38-A333-42B0-3415-EDEDA
00202 0c Wdw rapper Q0000EES D14423BBD-A946-44F0-9931-304F A,
I'I.’-!-ll'l7-l'l7 M S aveM ernmlCanbinS e annnanas FNFrRFCA-R1 !:I.’-!-dﬁ!l:.'l -ﬂdHH-HRﬂR?F il
4 1

Valid O-ROM modules were Intel HD Graphic, ATl Mobility Radeon (HD5650) and Marvell LAN. | found a good guide
for Intel HD O-ROM modifications/upgrades, because it needs to be set before replacing in ROM file.
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([ﬁ Intel® BMP - [B086_46_ VGA Intel v2120.dat/B086_46_VGA_Intel_v2120.bsf Ver 3.00] EE |
f G} File Edit View BIOS Settings Window Help = || &

=EH% % %%

..... g :lewsmn Hous:ory o General Features
..... eszage Uptions

----- -4 General Features Display Features

----- 4 General Video BIOS Feature Analogue CRT DDC GPIO pin pair:
-4 General Driver Features .
$ General Features LFP DDC GPIO pin pair: ’Integrated LWVDS DDC GPIO pins ']
.4 Display Features Display(s) must be attached for switching Hot Key: ’Yes, ']
-4 Legacy Monitor Mode
[—]$ Power Conservation
.€% ADB Response Da Panel Fitting Intial States: [Enahled for Text Modes Only ,]

-4 Rotation Configuration| _| | single DVH connector for CRT and DVI display: ’ND ,]

’An aleg CRT DDC GPIO pins v]

Display must be attached for CUMHoOt Key: ’Yes- v]

.4 Graphics Mode to Boot|™
$ Driver Persistence
$ TV Features DisplayPort (External Connectors) Spread Spectrum Clock: ’Dis.ahled ']
----- Q Boot Display Algorithm

-4 Display Device Toggle Lists
Q’ Display Toggle List1 DisplayPort Spread Spectrum Clock Enable/Dizable for Dongles: ’Disahled .]

Integrated CRT Support: ’Enahled ']

DisplayPort (External Connectors) Spread Spectrum Clock Frequency: ’120 MHz v]

g Display Toggle List 2 Display Clock control mode | DCI mode (Display Clock integration mode) -
-4 Display Toggle List 3
$ Display Toggle List 4
----- & System BIOS Hooks

----- Q Medes Removal Table

----- 4> Display Configuration Rerr
14§ OEM Customizable Modes
-4 OEM Mode £1

4 OEM Mode 22

4> OEM Mode £3

& OEM Mode 24

4 OEM Mode 25

(-4 OEM Mode £6

[ 4 Integrated HDMI/ DisplayP:
(-4 Motherboard-Down SDVO
----- & Dot Clock Override Table
..... 4 LFP Configuration

24 LFP (Integrated LVDS) Fe
.4 LVDS Dot Clock Overric

.4 LFP Display Configurat ™
4| i | 3

Embedded Platform: ’ No = ]

Ready NUM

But that’s not all. By looking at some other BIOSes with my same CPU, I've found that the Intel HD Graphic O-ROM
module name is “8086, 46” (8086 is Intel’s VendorlID, 46 is ProductID), mine had two O-ROM (VBIOS, in this case),
both with the same config, and the module name was “8086, fff” and “8086, ffe”. What's that?
After two weeks of hard research and tests | found that the Intel HD Graphics NEVER existed! Why? Simple! SONY
PERMANENTLY DISABLED IT VIA HARDWARE!!!
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\

~ FLI_ LA

— TG AR PEG TXN14
E201 FDITX[5] : PEG_TX#[1] mz PEG_TXN13
E20 FoiTTX[s) ] PEG_TX#[2] ["y30 PEG TXNIZ
G109 Fpi X7 PEG_TxH[3] [l et
) ‘ 13
R1602 | 1 1K 0402 FDI FSYNCO  Eq7 - 2 PEG_TX#[4] [~ -55—PEG TXNID
Ri600] | @ 0400 FOL ESYNGT — gi7 | FOIFSYNCIO] w2 PEG_TX#[5] [ 5o PEG TXND
FDI_FSYNC[1] EGJ EES_%.:;H A ETNE
-~ _ 1A PEG T
R1601| 1 1K A~ 0402 FDI INT CIT | Fpi_INT n. PEG_TX4[8] :ig jgg § Z‘
R1614 K 402 FDLLSYNCO  E18 | ry | syiepo) % PPEE-‘.GT'}—();?IIB% Hoo  PEG TXNG
R1603 |4 ] 0402 FDILSYNCT 117 | F3I4S¥Na) [ PEC i 1) [ E29PEG TXN4
- oA E98 PEG TXN3
— PEG_TX#[12] =500~ PEG _TXNZ
PEG_TX#[13] FEeTN
O ; 077
PEG_Tx#[14] [F25—pe=—ng
[ PEG_TX#[15]
_1_ FDI FSYNCI[O] FDI FSYNCI[1 L34 PEG_TXP15
= — ﬂ[o: ’ — “[1} ’ EES_%[F‘J] M24 _ PEG TXP14
FDI LSYNC[0], FDI LSYNC[1] PEG_TX[Q] e T
can be ganged together with PEGTXB} 130  PEG _TXP12
. S - PE 3 TXP
one resistor PEG_TX[4] D(";‘: 35([_‘; "ij%
PEG_TX[5] HAl—FrE—55g
EE%%[E;] H3l _ PEG TXPS
PEG—TX[B] K8 ___PEG IXP/
_TX[8l ["a50 PEG TXP6
PEG_TXOl " =59 PEG_TXP5
PEG_TX[10] =5 —PEG TxP4
PEG_TX[M 57 PEG TXP2
=
PEG—TX[,@] Co7PEG TXPI
_TX[14] =25 PEG TxP0
PEG_TX[15]

CPU SOCKET_989P
FOX_PZ98927-3641-01F

For Disable Arrandale Graphic

In addition, FDI_RXN [7:0] and FDI RXP [7:0] can be left flocating on the PCH.
FDI_TX[7:0] and FDI_TX#[7:0] can be left floating on the Arrandale. The
GFX_IMON,FDI_FSYNC[O] R FDI_FSYNC[l] R FDI_LSYNC[O] R FDI_LSYNC[I] , and FDI_INT
signals on the Arrandale side should be tied to GND (through 1-kQ *5% resistors).
FDI_FSY'NC[O] ; FDI_FSY'NC[l] ; FDI_LSY'NC[O] , FDI_LSYNC[l] can be ganged together with
one resistor.

Why Sony would disable switchable graphics? Why not a software solution (in BIOS) but a hardware one? Of course,
Sony will never tell us why.

After this I've looked for the ATI Mobility Radeon HD5650 O-ROM module (VBIOS, also in this case) and | found that
another, but older, VAIO model have the same GPU, so | searched for the BIOS on the internet and dumped the
VBIOS. I've also found VBIOSes about HD5650 on other laptop brands, more recent than mine, but | had some
troubles with video outputs: that’s because Intel HD was permanently disabled as described before, so I've made
some test just with the other VAIO VBIOS.

I've found no differences and improvements but some people on the internet suggested me to remain with the
stock VBIOS because the older one could have different VRAM timings and other parameters that could make my
machine unstable or damage it, and so | rolled back to the stock VBIOS.

Sony not only has disabled Intel HD GPU, but also DOWNCLOCKED the ATI one!
| asked myself: why not having the Intel HD too, as it does not use much power when on battery?

After reading many forums and doing a lot of research I've found how to increase stock clocks (450MHz for GPU @
0.90V and 790MHz VRAM) with RBE (Radeon BIOS Editor ) and some Hex editing to the right frequencies, same as
ALL OTHER LAPTOPS BY OTHER BRANDS! (550MHz for GPU @ 1.00V and 800MHz VRAM). It was hard because I've
never managed things like this (the voltage table made PowerPlay always stuck on max frequencies), but hey! Now
| can have more FPS in games! :D
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() Hex Workshop®
File Edit Disk Options Tools Plug-lns Window Help

EELEY ] FEIER LY e %@ o
AL R T LN =r=— |
[Datainspectr & - |
o C:\Users\Jacksoft\Desktop\AMIAPTIO\_PACK\New_Files\O-ROM_BIOS_R1170Y2\1002 68c1_VGA_ATI HD5650_VAIO-R1170Y8.ROM E @ C\Users\Jacksoft\Desktop\ AMIAPTIOY_PACK\Original_Files\O-ROM_BIOS_R1170VE\1002 68c1_VGA_ATI HD5650.ROM E Data at offset 0x0000B1F2;
& 0 1 2 3 4 B 3 7 8 9 A B C D E 0123456789%ABCDE 0 1 2 3 4 B e 7 E 9 A B C D 0123456783ABCDE
§ 0000B1E4 05 05 05 06 05 05 06 05 05 05 07 07 B 0000B1E4 05 05 05 06 05 05 06 05 05 05 07 07 07 - a
% 1 80 38 01 E8 03 00 00 00 00 01 1 34 01 B6 03 00 00 00 00 01 00 - - -20536
= 00 98 2» 00 =24 03 00 00 00 00 98 32 00 84 03 00 00 00 00 O1 uintl6 45000
75 00 %8 34 01 B6 03 00 00 00 00 58 34 01 B6 03 00 00 00 0O int32 1744785464
Sc 00 98 24 01 B6 03 00 00 9c 00 98 34 01 B6 03 00 00 00 uint32 2550181832
S8 32 00 S8 3A 00 84 03 00 98 32 00 98 3A 00 84 03 00 00 int4 2674025532752322.

00 30 75 00 30 75 00 84 03
00 00 98 32 00 30 75 00 84

00 30 75 00 30 75 00 84 03 00
00 00 98 32 00 30 75 00 84 03

uintéd  2674025532752322,
half float 012158203

00 00 D0 7C 92 00 40 Sc 00 00 00 00 7c 92 00 40 9c 00 84 float 16632350024
00 00 00 00 08 00 00 00 7a 00 00 00 00 08 00 00 00 7a 00 double  88202282e-291
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DATE <invalid>

00 00 7B 00 00 00 00 00 00
00 00 00 00 00 00 00 00 04
00 00 00 50 ©3 00 Q0 40 8¢
00 05 00 00 00 72 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 01 00 00 00 7a
00 00 00 00 00 00 00 00 00
00 00 7A 00 00 00 00 00 00 1
00 00 00 00 00 00 00 01 40
00 00 D0 40 9C 00 00 30 75
00 02 00 00 00 00 00 00 00
OB 00 34 00 00 00 95 00 00
01 00 00 02 00 0OA 00 OE 31
02 00 OC 31 00 11 20 21 01
11 15 21 03 00 00 00 OE 31
0c 31 63 00 69 00 00 00 05
00 01 1E 21 00 00 00 04 OC
02 00 00 00 FF 01 20 21 00
10 0z 00 00 08 00 00 00 01
00 FF 01 15 21 00 00 00 04

00 00 7B 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 04 00
00 00 00 S0 ¢3 00 00 40 8C 00
00 05 00 00 00 72 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 01 00 00 00 7A 00
00 00 00 00 00 00 00 00 00 00
00 00 7A 00 00 00 00 00 00 10
00 00 00 00 00 00 00 01 40 00
00 00 00 40 9C 00 00 30 75 00
00 0R 00 00 00 00 00 00 00 00
0B 00 34 00 00 00 95 00 00 00
01 00 00 02 00 02 00 OE 31 00
0A 00 OC 31 00 11 20 21 01 00
11 15 21 03 00 00 00 OE 31 50
0c 31 63 00 69 00 00 00 05 31
00 01 1E 21 00 00 00 04 OC 01
02 00 00 00 FF 01 20 21 00 00
10 02 00 00 08 00 00 00 01 04
00 FF 01 15 21 00 00 00 04 OC

DOSdate  <invalid>
DOStime  <invalid>
FILETIVE  <invalid>
timet  sinvalid>
timesdt  sinvalid>
1100100010101,

Expression Calc

7

=]

1002_63¢1 1002_681

% structures 2/ w2 Al @ B @ |7 1002 68c1_VGA ATI HDSBSD_VAIGRTI70¥0.ROM vs 1002_68c!_VGA_ATI_HDSG50.ROM
*| member (&) Value (dec) & Value (heq 7 size [ Type Source [§) Count ) Count [§) Target [5) Count 5]
Replaced v 18 12 0000BLF2 18
Matched 00008204 2294 08F6 00008204 2294
Replaced 0000BAFA 1 01 0000BAFA 1
Matched 0000BAFB 13653 3555 0000BAFB 13653
0000F050 3 03 (0000F050 0

Cursor:00008397  Caret: 0000BLF2 61952 bytes OVR| MOD | READ

Now the simplest part, Marvell LAN O-ROM.

By looking at Marvell LAN I've found that it was an “alpha” build. It worked very well, never a problem, but why not
a stable? Never an update by Sony... Not a problem, I'll dump from another BIOS ;)

After a bit of search I've discovered that EVGA made a 4005 motherboard that use the same Ethernet chip (Woah!).
Grabbed the updated BIOS from official support site, opened with MMTool, grabbed the new O-ROM and replaced
in my modded BIOS. It works perfectly :D

I've also updated some CPU microcodes. Maybe they are not essential, because OSes like Windows just update
microcodes via Windows Update, so they will be loaded on boot.

Let’s go back to the first part of the BIOS, ME firmware update.

As | said before, I've found no differences between the old and the new firmware, but why we shouldn’t update it?
Like Intel HD Graphic here we have a tool that can read the original values and copy to the new vanilla firmware,
rcaIIed Intel FIT (Flash Image Tool), but implementing it is a bit different.

,

File Build Help
O Intel® 5 Series Chipset v | [Intel® HMSS - Mobile -
P
=43 Flash Image Parameter | Value | Help Text | =
E-E3 Configuration ODM ID used by Intel® Upgrade Service  0x00000000 1D generated by or registered with Intel® Upgrade Service web servers i
-3 ME System Integrator ID used by Intel® Upg... 0x00000000 1D generated by or registered with Intel® Upgrade Service web servers i.
[ Power Packages Reserved ID used by Intel® Upgrade Serv... 0x00000000 Reserved 1D may be used for a Reseller ID or other Intel & Upgrade Servic...
(20 Features Supported A
3 Manageability Application E'IEE?f Pas.swo_lr-t.i Po\;cy. . g l;:t ;]verr;et;\forl; pass:.\fordp:ha.n.ga 'EHD‘:F'Ed o;ly.if;t \‘s"dle:auh‘:‘ 1= 0;5... =
3 ) rovisioning Time Perio: emote Configuration Provisioning Time Period. Valid values are 0-...
o nte\® Anti Th (AT-p] Techno Remote Cenfiguration Enabled false false = Disable. true = Enable.
8] Sctup and Conf n PKI DNS Suffix Set PKI DNS Suffix in dotted string format,
(2 ICC Data R
Remote PC Assist Technology Enabler ID 00000000-0000-0000-0000-000000000000 Unique numeric ID of the party which enabled the service in manufactu...
Remote PC Assist Technology Enabler N... Description of the party which enabled the service in manufacturing. M.
Remote PC Assist Technology HW Button  0x01 0:01 = Chassis Intrusion. 0:02 = RCS Trigger.
Hash 0 Active false false = Not Active true = Active
Hash 0 Friendly Name Enter Hash Mame. Maximum of 32 characters.
Hash 0 Stream Enter raw hash string or certificate file.
Hash 1 Active false false = Not Active true = Active
Hash 1 Friendly Name Enter Hash Mame. Maximum of 32 characters,
Hash 1 Stream Enter raw hash string or certificate file.
Hash 2 Active false false = Mot Active true = Active
Hash 2 Friendly Name Enter Hash Mame. Maximum of 32 characters,
Hash 2 Stream Enter raw hash string or certificate file.
Hash 3 Active false false = Not Active true = Active
Hash 3 Friendly Name Enter Hash Mame. Maximum of 32 characters.
Hash 3 Stream Enter raw hash string or certificate file.
Flash Image l—‘ Hash 4 Active false false = Not Active true = Active
Tlasnmage Configuration Hash 4 Friendly Name Enter Hash Mame. Maximum of 32 characters,
< L | " IHash 4 Stream Enter raw hash strina or certificate file. i
|I| Flash Image\ Configuration'\5etup and Configuration NUM é!‘
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As suggested on some forums, the only way to do this is hex-editing, in my case, the first part of the BIOS. The only
important thing is to select the right output format, so you can obtain the firmware file in the right size and then
replace easily the older one.

@ Hex Workshop - Ch\Users\Jacksoft\Desktop\AMIAPTIOAWWAIC_MOD' vaio_fina I_vlll'us_orig.rom_

File Edit Disk Options Tools Plug-Ins Window Help

TESHZ®H | & BB L B @2 B -2 8 | % ol

2|5 Mo @ (Legacy ASCII =

o Chlsers\Jacksoft\Desktopt AMIAPTIONVAIO_MODM vaio_final_vbios_orig.rem IEI@
g 0 1 2 3 - 5 3 7 s 9 A B C T E F 0123456785ABCDEF

=

= JO000FRBC o0 o0 00 OO0 OO OO0 OO0 OO0 OO OO0 OO 00 0O 0O 0O 00 -
% J0000FCC o0 o0 o0 00O 00O OO OO0 OO0 OO OO0 OO0 00 OO0 00 0O 00

2 D0000FDCO ¢ 00 0O OO0 0O 00 0OC 00 0O 00 00 0O 0O 00 0O 00

J0o000FEOD 0O 00 00 00 00O 00 0O 0O 00 00 00 00 00 00 0O 0O
""" FFO 00 00 00O 00 0O 00 0O 00 00 OO0 0O OO0 00 00 0O 00

The last thing: UEFI Boot.

Unfortunately it was pretty impossible to enable it, because it was permanently removed from the BIOS. Maybe it
can be added via modules, but | don’t know where to grab and how to enable it.

As | said, after a month of research and tests I've just made these changes:

— Dual-BIOS solution. Good for brick-free tests.

— Updated Intel VBIOS from v2009 to v2120 (Without results, because it’s disabled)

— Updated Intel ME Firmware from v6.0.31.1208 to v6.1.20.1059

— Updated i5 480M CPU Microcodes from revision 02 (2010) to revision 04 (2013) (also updated microcodes for
some other CPUs)

— Updated Marvell 88E8059 O-ROM from v6.65.1.1 (alpha) to v6.68.1.3

— Unlocked advanced BIOS submenus and options (but they’re not visible, don’t know why)

— Increased ATI VBIOS frequencies from 450/790MHz (0.95V) to 550/800MHz (1.00V)

— New bootlogo B-) (Oh, yeah! I've just improved the old one!)
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About the Dual-BIOS mod: here is the schematic according to the flash memory datasheet:
The SPI Chip Select (/CS) pin enables and disables device operation. When /CS is high the device is deselected and
the Serial Data Output (DO) pin is at high impedance. When deselected, the devices power consumption will be at
standby levels unless an internal erase, program or status register cycle is in progress. When /CS is brought low the
device will be selected, power consumption will increase to active levels and instructions can be written to and data
read from the device. After power-up, /CS must transition from high to low before a new instruction will be accepted.

Original BIOS C5 pin MUST be disconnected from the motherboard.

MB_CS_PAD O e
SZ D1 SNZ D2
BAT46 BAT46
ORIG BIOS CUST BIOS
ey £ 1ok L 1ok
= =
SWITCH “Jdpo #P = =Jdpo wp =
L1 175 fop 1175 mom L
o— W25032BY55IG W25032BY5SIG
BIOS._SELECT
. ]
R3 R4
10K 10k
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READ THE DISCLAIMER AT THE END OF THIS ARTICLE FIRST!!!

To mod/reflash your BIOS you do not need the Dual-BIOS mod. Dual-BIOS mod is only for hardcore users :-)
Here are the ME firmware, VBIOS and O-ROM used for this mod:

Original+Modded VBIOSes/Modules/ME Firmware

And here there are the already modded Aptio ROM images for both VAIO models (Only AMI Aptio Image, 2nd part.
If you want to also update the ME firmware you will have to make a full SPI dump and replace it via hex-editor by
yourself). Remember that YOU MUST compare with your laptop original ME firmware and check if there are some
bits to sets via Intel FIT, otherwise your machine could work badly or not work at all.

AMI BIOS/Firmware Update Utility 32/64bit (Directly from AMI website)

R1170Y8 Modded BIOS v0.4

R0O300Y8 Modded BIOS v0.3* (WARNING: NOT fully tested on real hardware! | can’t verify if it works correctly!)

* Due to missing original Intel HD script file | was not able to update the Intel VGA O-ROM module. If anyone own
the “ilm_1930.bsf” script file (Ironlake Mobile v1930) please contact me on Twitter.

Note: | can’t public software like AMIBCP, MMTool, Intel BMP and Intel FIT, because of copyright. Try search them
on Google! :P
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How to flash:

IMPORTANT: Before flash, check which BIOS version you have. To check this: shutdown your laptop, power it on
and press immediately and repeatedly “F2” button on keyboard, you’ll enter in the BIOS menu. Read “BIOS Version”
and check if it’s “R1170Y8” OR “R0300Y8”. If your BIOS IS NOT named as one of these two DON’T GO FORWARD!
DO NOT FLASH ANYTHING!!!

To prevent any problem close all programs, and also disable the antivirus. Some programs can interfere with the
BIOS flash and in result you can BRICK your machine!

Note: You'll hear the fan spinning to the maximum speed and in some operation (read or write) your mouse and
keyboard will be temporarily disabled, this is normal.

Open AfuWin (select 32 or 64bit, depends on your 0OS), and first make a backup of your current ROM by clicking on
the “Save” button. Write a name for your BIOS (eg. my_bios_ok.rom), if you want, and save in a known location to
easily retrieve it if you need to. Be sure to make multiple copies of this backup (on external drive like USB pendrives,

etc).
' ™
& AFUWINGUI ~.r.3.05.{14_ e

System Information
0s: Windows 7 64-bit
Bios Size: 2097152 bytes

MainBios Size: 1179643 bytes
BootBlock Size: 786432 bytes

MNVRAM Size: 65536 bytes
Core Version: 04.06
Project Wersion: 00,16
Firmware ID:

Bios Chip Mame:

merican

Megatrends

ROM File Informati
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—
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Input Rom File:  Unknown
File Rom ID: Inknowen
File Rom GUID:  Unknown
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Open | Flash | Save | Exit |

Then click on “Open” button and select the ROM with the name as your BIOS version. DO NOT SELECT THE WRONG
FILE, YOU COULD BRICK! Then check “Do Not Check ROM ID” and “Restart After Programming” and press Flash.
Click on “Ok” when AfuWin asks if you want to continue and wait until the flash is done.
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W' process,

@ To ensure that no other program interferes with the BIOS update

it is highly recommended to close all other programs before continue.

Cancel
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Save | Exit |

Open

Your PC will reboot and you should see a new logo! Press immediately F2 to enter BIOS options, go to “Exit” and
select “Load Default Values” and then “Shutdown”. Power on your laptop and check if all is working good!
If you have any trouble you can reflash the backup ROM you made before.

UPDATE x1:

Guys at Guru3D have found a workaround to fix ATl video playback problems on newest drivers! There are two
files, made by Sony, that are not shipped with newest drivers anymore so drivers cannot recognize the VGA at all.
Just put this two files in System32 and SysWOW®64 (in case you have a 64bit OS) and reboot. That’s all!
Works Windows 7, 8.x and 10 (for now)!

You can download the two files here.

WARNING, I'LL NOT ASSUME ANY RESPONSIBILITY ABOUT THIS ARTICLE AND FILES/SOFTWARE LINKED,
PUBLICIZED AND MENTIONED HERE! BIOS MODDING IS REALLY DANGEROUS AND COULD BRICK OR DAMAGE
YOUR MACHINE! BE SURE TO KNOW WHAT ARE YOU DOING AND POSSIBLY HAVE AN SPI DUMP OF YOUR FULL
BlOS!!!
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